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SyntaxFlow E’JEEHEX*H@%xWM& ESRAE. EREANXR, BHRIRINELLE

EXT Yaklang Nas$ITTEE—LIEME, ATLUEE github.com/yaklang/syntaxflow-zero-
to-hero , RFIEBAVIZIE,
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BIFH, HEENERE

0x01 MFF A

BRIMERNRIMEHAHE SSA 214, thFHIE SyntaxFlow FIEMIEE, BABENIRMER “Zero” FHAIE!

0x01.1

git clone https://github.com/yaklang/syntaxflow-zero-to-hero

Clone A1 EH F A1t

|

cd syntaxflow-zero-to-hero/lesson-1-hello-world/

0x01.2 451% Hello World 2%

488, SyntaxFlow HABEMIIFARERTEN, hHTESHEMIES —H Println("Hello World") , FlA
Yaklang SyntaxFlow 9 Hello World B35 5ER S,

HAELEERITTAARRIZRITEN SSA 8, T EEFIAIIT SyntaxFlow, HiIFGSIEFEEER, EHRIR clone H
A7 5, #HA lession-1-hello-world GFE, HITUTHS:

yak ssa -t . ——program lessonl =
AR, fRIRE --program lessonl 25, EEEERAD, HFEEAIXTEFEM, oMETNERZSHE
EE2BTER,

HITRNEZSEE

» lesson-1-hello-world git:(main) x yak ssa -t . ——program lessonl =

[INFO] 2024-86-25 22:57:36 [ssacli:131] start to compile file: .
[INFO] 2024-86-25 22:57:36 [ssacli:147] compile save to database with program name: lessonl
[INFO] 20824-86-25 22:57:36 [ssa:42] init ssa database: /Users/v1ll4n/yakit-projects/default-ya
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http://github.com/yaklang/syntaxflow-zero-to-hero

SyntaxFlow @—1 Yak Project AV —MRiFSFAEBANESRIEZEFDINIES. EEEDTH
Yaklang SSA 4mi¥esRiZEFE T HIEEPRNIZEREMRE (rCode) » XMEZ LI IRt TRRES
DRI EMEkGE, Fla0: BRER. BEERNSES AER, UREIBERS . BHRGES,
SyntaxFlow 12 7B BIETHEE, REBHNATENREHITEHIT,

BEN—AKIERZEBAIEEE Java. PHP. JavaScript ¥ MEIZIES IR, HZRIREEF
B R RERA_E T XXBUK M. SyntaxFlow iBBERIFXEIEST N SSATER, HBFET SSARE
1, PINEERTEMENXMER, #HMAEMAAXEERAEFIEERNBEN T 2R,

AMER SyntaxFlow, FAEELEEIZE Yaklang I/1E, HIFEIRRBRN SSATR, AREIRE
1T SyntaxFlow FMNRFH TG EIT, XLEMNUFIRESHENTWRERE LM A ALBFH
BIERR, NI EAEEABRMNSSHITIEE

FRN S {5457

TEfEF SyntaxFlow HAZER, EBFEMNXG (sf X)) NEMEXEE, XEXHESHENE
AMNFER, AFEXMAERBFRRFERINITN. AETREI LD EREGIRERANX
RS E, HERS AR RITIEEMER.

EEEIRGRR, FH{1EE X SyntaxFlow Rule ATRE= &R SF XA E, SFMNEFHER,

1. B BRI F5EH

SF UM A A HHE R BB LU T it

o HRMEHEA (desc ) RENMBSTE,

o WIHED: EXSEMRBERRITARMBIRAD?.
o A BIFHRADTEMEE BTN,
o BEHE (as ) ATEHSIBNERHE,

o MM : A check EAREHINEONERKMENEMEANNER, HEBI alert K
SRS ERSERFEERXINNETRINTEE R,

£ LEEASR, desc M check REARZRHIN, EBERIERRZIEFRAATEHRS AN AIET
1%, MEXEMED, XA LRI EEERZILARR, ELRFAENRAES, “HitiE
4" BEtziB,.

B XML AT, SyntaxFlow NI 4 EENS =TS S & B IRAIF RIS HBBTE R,
SMAGEHEHESN. ERFSOTHANARTHRN—E 5. FEEHNE, BHtEX S5
HERMNZEXEA, HEBTREMNB RSN ER S,

2. MRS+ 5 fEI%

XXE SRS MERN ( xxe.sf)
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[e]

desc("Description": 'checking
setFeature/setXIncludeAware/setExpandEntityReferences 1in
DocumentBuilderFactory.newInstance()')
DocumentBuilderFactory.newInstance()?{! ((.setFeature) ||
(.setXIncludeAware) || (.setExpandEntityReferences))} as Sentry;

Sentry.*Builder () .parse(x #-> as $source);

check $source then "XXE Attack" else "XXE Safe";

desc FEAWATHUNER, ARNERSEHE

DocumentBuilderFactory.newInstance() HEEBH RS TIREFLRESE XXE
RARYREM,

o

HITRARXAFN 2{} EWATFHFREZBEIFEA setFeature . setXIncludeAware I

setExpandEntityReferences FHiko

(¢]

o

#->

BREMEERM parse FARNBISHBVINAE X, LURRAIEERIBE iAo

check BAIETF $source WEESEFRIIERTAIREEFTE XXE K iE.

URL i&ERAEMFM ( url-open-connection.sf)

1

w N

%

URL(* #-> % as S$source).openConnection().getResponseMessage() as $sink;

check $sink then "Request From URL" else "No Response From URL";

o LEFNIEEE URL XREIEBEILEMZIEKRITE R,
o S$source T URLEIFKIR, M $sink FTAMiz URL IR1SEIMEN,
o A check BARMBERLTMIIM URL JREX T Mo,

AT NETEIN ( Local-file-write.sf)

Files.write(, * #-> as S$params) as $sink;

Sparams?{.getBytes()} as $source;

check $source then "Local Files Writer" else "No Files Written";



fRI
o IFNIEE Files.write FAZER, HBERESNSERERNSE,
o WEMBEZETIEAT getBytes FERMINESTEIIERT Ao

%5 N1 SyntaxFlow 301

TEFIRE SyntaxFlow MU ZFY, AT HERFEMEER, F(ER XXE XNRERETEE, B
F R UEFERIAN X NRENDITRNEEF, £ SyntaxFlow BIE HiARo

1. EEEHITIIA
RAE TR B XXE RN Java RIBRIEN XXE.java , R

1 package com.vuln.controller;

2

3  dmport org.springframework.web.bind.annotation.RequestMapping;

4 Admport org.springframework.web.bind.annotation.RequestParam;

5 dmport org.springframework.web.bind.annotation.RestController;

6

7  dmport javax.xml.parsers.DocumentBuilder;

8 dmport javax.xml.parsers.DocumentBuilderFactory;

9 dmport java.io.ByteArrayInputStream;

10  dmport java.io.InputStream;

11

12 @RestController(value = "/xxe")

13 public class XXEController {

14

15 @RequestMapping(value = "/one")

16 public String one(@RequestParam(value = "xml_str") String xmlStr) throws
Exception {

17 DocumentBuilder documentBuilder =
DocumentBuilderFactory.newInstance() .newDocumentBuilder () ;

18 InputStream stream = new ByteArrayInputStream(xmlStr.getBytes("UTF-
8"));

19 org.w3c.dom.Document doc = documentBuilder.parse(stream);

20 doc.getDocumentElement() .normalize();

21 return "Hello World";

22 }

23}

XEE RSl F—MER Spring Framework *’QEE’\J Web RZFH, EXT— I XML #iERIITHIZS
XXEController, 1=H25H A one 752 FRANIEE T HTTP IEREIZM XML F/F8, UT2RBMNEA
KITAMEFEENLZ 2.



AR5 =
1. @RestController(value = "/xxe") FBENXT— RESTful IHlgs, EFfEIERMNE
fiti URL 2 /xxe

"/one") JEfRFREA, one FIERIERS /xxe/one BY

2. @RequestMapping(value

HTTP &K,

5% one EFBWR—1N R A xmi_str B9iERESE, X1S#EL @RequestParam EfEiR1F, XS

THAEL & XML A& TRVEEE.

4. DocumentBuilderFactory.newInstance().newDocumentBuilder() @IE7T—"
DocumentBuilder SEffl, BT XML #3E,

e

o

new ByteArrayInputStream(xmlStr.getBytes("UTF-8")) SIET—"
InputStream, EMENBIFRFE xml_str FIREVEHE,

6. documentBuilder.parse(stream) fEHIXNE, SiXBE— DOM i,

doc.getDocumentElement().normalize() HEBHUXIELEN, iR DOM WBEVLEHIEH.

=

171E89 XXE iR

XEEAIBIFTE XML SMEBSEER (XXE) oA, REWT:

1. BIAMARHRERIRE . DocumentBuilderFactory BRINECE A RIMBSLARINIE, XEKE IR
XML BNEEXTIMEBIARIS | B, BT =X SOA,

2. REMPE: WHEALFIE XML BANFRIINBELIE, 5|1SRSSB[ETEREAS. Hl0, HEETTEE
KEINERSUERSH (U0 /etc/passwd) HILK, SBERESME. LI, TEHIMBSLEER]
LR A ELRSBE (DoS) &,

2 1D
HATHEN XXE.java FREME R, EENTTERBEARE:

1 yak ssa -t . —--program xxe

wWixshiZiE, M ERmbFERIUTEE, BE finished comiling NPALIETEAL T o

[INFO] 2024-06-26 11:52:38 [ssacli:132] start to compile file: .
[INFO] 2024-06-26 11:52:38 [ssacli:148] compile save to database with program
name: xxe

3 [INFO] 2024-06-26 11:52:38 [ssa:42] 1init ssa database: /Users/v1ll4n/yakit-
projects/default-yakssa.db

4 [INFO] 2024-06-26 11:52:38 [language_parser:46] parse project in fs:
*filesys.LocalFs, localpath: .
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12

13

[INFO] 2024-06-26 11:52:38 [language_parser:152] file[XXE.java] is supported
by language [java], use this language

[WARN] 2024-06-26 11:52:38 [visit_package:31] Dependencies Missed: Import
package [org springframework web bind annotation RequestMapping] but not found

[INFO] 2024-06-26 11:52:38 [language_parser:68] compile XXE.java cost:
194.70225ms

[INFO] 2024-06-26 11:52:38 [language_parser:72] program include files: 2 will
not be as the entry from project

[WARN] 2024-06-26 11:52:38 [reducer:51] Compile error: parse file xxe.sf
error: file[xxe.sf] is not supported by any language builder, skip this file
[INFO] 2024-06-26 11:52:38 [ssacli:163] finished compiling..., results: 1

2. wEER
EARMTHRT SFRUXHEZE, BITTUREIZHWEB S SFXHF, BRFEIIIE—IXHE
xxe.sf , HEXHEFEAN:

1

desc(title: "HIHEANRKRIEE setFeature HFXREFRIZEMAIXXERTA")

B, XBABIAREN—_XHEd, AAIFERREITEX, BERNFNZTZILERBH
HEdE, BEEWNERNFEIRER. AEERILRELERN

SPEC:

~N o 00 bW

iEA) desc

descriptionStatement: Desc ('(' descriptionItems? ')') | ('{'
descriptionItems? '}');
descriptionItems: descriptionItem (',' descriptionItem)x;
descriptionItem

: stringlLiteral

| stringLiteral ':' stringlLiteral

.
5

7£ SyntaxFlow LU HH, desc EQRFAMURHERER A, XEBTFIEAEMNAEE B
NATR, KEATUEE —FHSFMAT, XETAUSRTIHEX (8BME) . THEXT
YAISRE " desc” BARVFMHBIZ, UM IIMENED E R SEFRRN AXLE A,

EREH



desc IBAIFLIRAUTREMERZ—:

1. ERREES () HEERN

2. EREES {} HEHEAM

BRI UEBE N FREFEHE, BAUR—XWRENE (YAFHREFEE) , AES : 7K.

EEEX
e DescriptionStatement:

o "Desc’ XBEIAGERIFESANERIT, ESHAUREES () HEES .
e Descriptionltems:

o —ANEE “descriptionltem”, ETES T, R
e Descriptionltem:

o BANFHFRFEE, I
o —WFFEFHE, RN key: value,

TR
ZIBUT desc EARHA:

1  desc(title: "HIHEAKIEE setFeature HFELXRELFEIRIERMIXXERTA")

XMFH, desc EBOFEABEESEE 7T —MREXNERD:
e Key ( title ): iiBBHARRYERIE =K,

e Value ( "HItEARIKE setFeature FRERBISABIXXERE" ): BFAMNBIBER,
BIER TR FRIGEFLE XML 2245 (30 setFeature ) MFAIRESHAY XXE K,

ValuetlIRIE— N RIFIE, AIUBEEHTIES; WRE—1aFiE, WEEFHS|S; IRE
BIERITRINEAMNIE, NEEAHereDociE%, (HereDociEATE FESIHITNE)

WEHIE

REBMH desc’ EAN, HEEUTRELK:

1. BBRBRY: MRERERFEMER T MNEYEITERNNE R

2. (EREEN: JYFERMX DS EAVHERN, FERARENEIUA LUEINEME.,
3. HiaRE. REMATESRE, BHMERTRK, FENXAES FIEEMAER,

vzES]
BRIIREBRE — I MNREITHER T AR SEENTIEEFEEE, —MBYH desc IBEHRIREER:



desc(
title: "®HITHIEFEERZRZLEE",
detail: "KEHIEEEZRESRER 7 MENEMBEERIAENS"

A W N B

TEXANEGIFR, FAVERA TR NMERT, “title” # " detail , BIRIES {} 7208, LUEHHITEERL

MEYENMEFEITER. XMEMEREASTRANEHTRANNESE, WHEREMALEN
REDHTIMIEARAIERR ZAN,
VRL&7:pus

RIE L EBIERE, TR AIANINEAEREN:

1 desc(

2 "Title": "EHIHEAKRIEE setFeature HLXELHEIREMMIXXERA",

3 "Fix": MBEARE: EEFHPFIEE setFeature / setXIncludeAware /
setExpandEntityReferences X LEIE"

4 )

SN AEMEITHEE, BERRTXMEDRSERBHERER

1 yak sf --program xxe xxe.sf

2 [INFO] 2024-06-26 11:53:36 [ssacli:221] start to use SyntaxFlow rule: xxe.sf
[INFO] 2024-06-26 11:53:36 [ssa:42] 1init ssa database: /Users/v1ll4n/yakit-
projects/default-yakssa.db
[INFO] 2024-06-26 11:53:36 [ssacli:272] syntax flow query result:
rule md5 hash: 2bGaaal51a9f3c58a08487138185ad47
rule preview: desc( "Title": "EHITEARIZKE setF...tExpandEntityReferences
ELLME" )
description: {Title: "Title", Fix: "Fix"}

NEER

T R—ESyntaxFlowE MBI N &R, REFEVHER R B ERISHINHTEE,

AT kA Nl

title pSMITEE v



title: "Check Direct Path Travel
Vulnerability For Java"

title_zh KRN B9 R ST ARER, title_zh: "tNJavaEiZ KRR F
A
type | purpose MU BEN, eiEFRE. #Hit. & type: vuln,

B, "2

description | desc | note MUBNE, TEZEENRBZMUBIE  desc: <<<TEXT

F. dscription—figfEfheredocid ESEMIATIE (XSS) S—Hi
5, UERSREROXARAET. 4

TEXT,
level | severity | sev XEER, AXRERZAMEITER levelhigh,
ARG, GiE: X#B. 2. PE.
K& E:.
cve CVERS, WRZMNBTFEITCVER  cve:"CVE-2024-22234"
A, BARILUETZRE,
risk | risk_type XFeEE, FRERFMNMEITHREIX  risk:"rce",
PR, ELEN:SQLIAEN. XSS, St
7%
lib | allow_include | EAWSANBIMNBEH, ETXDF  lib: "java-command-exec-sink'",
as_library | as_lib | B, BRAZMNFLRIFRE N
library_name . XMIBIRER, BaEEsud#
1T/4R)

BRE—IENE, FAYakitaimmMmIEmSITeIEMN, NEITIEE title , RAKIAERMNZ
MRIEN title o M type . level . description ME—"MREFMNAKIET, FTEEEEN
BX LA

type
type R THMAYER, B, Z2AMUNERN, BREXMNUZARTFHAR. FHATHM
Moy rmrzEsd, afE: KR . Fit. BE. 2.

AR TR Nl

RN FRMMEHEEFIHAEEH  typenvuln,
REWA. FASEERRT
SQUEN. ESHMIZKE(XSS). &
HREHE, FRhEnEnRy  Ypevulnerability,



BRI

[=sl

LN

RABERENZEEMNNR 2R
B, MR B XU B

HITRN R HEXEHTRENE
MitE, BNRAMBENR LI
A RAVRIZSE B, MHRTRE
MUMS, BHiTRUHFA—ERE
BRI T LR, BERLUE
HElRE R EH — T B SHAIX
1o

EEMN B X ETRERECESR
7, BEERRFEEXH. 1R
TE. WEFEKRES. BENERN
BNERAREEIIRERS, f=
SEReRAHRRTRE,

LMW, BRHAEH, NiZR
RSN X MRNAERTRE
MUWENTZ, ERMMXEEIEA
BnZ iR, EeFERERR
HEBAREZRM. pREdl. mE
. SHOBIENHF.

RN ZHEEtype, ABARIAAE T,

level

type:weak,

type:audit,

type:a,

type:audition,

type:config,

type:c,

type:configuration

type:security,

type:s,

type:secure,

level WA TRANKKLEFR. NOFLEE: B , 58, FE,
MEMEFHITHE, ETLEP, RAIUFERASMHIBFRARRR level o

PlivEs 274

ESid

fERAiL

level:critical,

level:fatal,

level:high,

level:error,

level:warning,

level:middle,
level:low,

level:info,

Nl

kg M 58 . FIXR



AR AR, FA—THN, REEE—TEEN level 13? EREAREER, FN level

RETF type , RERRE level FRN—ERRGEHITHRKNER, 2ENMIF, B—TIANZAK

Hit s RHITIRE B9, MNRBEEFEXNRE, BAXNFRFRHLESRE. BRMNREGLSHRIT
EHEAPFETIRRE, BAENREFRFIEMEERTRE.

FREL, fERFFLIERIERH level RZEET—1 “HIK" BIEA, SEHITHAERKZE level BY
BHE, FLERNERXD level o XFHITERMAEDN level , BIETEM alert EHEHITN
473

=Ho

risk

risk AXEER, EF level —1¥, REW risk BEKRHMTF alert B, —LeriskdIT:

risk <= aX
variable_coverage TEEE
include, file-include XHEE
sca ERATR 2RI
risky-crypt ALRENMERZE
xpath, xpath-inj, xpath- XPathiEN
injection
url-redirect URLEEM
|dap, ldap-inj, ldap- LDAPJEN
injection
sqli, sqlinj, sql-inj, SQLEN
sqlinjection, sql-injection
XSS XSS
rce, rce-command LHIT/EN
rce-code REBHIT/EN
Ifi, file-read, file-download XHEE/EE TE
rfi mEXHEE
file-write, file-upload XHEN/ LR
xxe XMLAMEBSEARTR &

unserialize, deserialization

RFEFE



unath, unauth-access, &%
Bifia]

path-traversal

info-exposure, information-
exposure

auth-bypass,
authentication-bypass

privilege-escalation
logic
insecure-default

weak-pass, weak-
password, weak-credential,
55O<%

compliance-test
cve-baseline
ssti
ssrf

csrf

lib

lib @ MREAER, MR—MINESR Lib #&d, BBAXMMELUREMMUFN. FKiE

RIEAT1E]

ERIZIEH

HRERMRE

S ¥irsad

EH /KPR
ZAE IR
AINECE R

§5A<

ol
CVEEZNE
SSTI
SSRF

CSRF

EER— LRI FRBRENY A,

7ESyntaxFlowR BN F, E— NN B FEHJava Servelt B P AIIEHASE, SR EE0

T
1 desc(
2 title: 'checking [Servlet Web Parameters Finding]',
3 type: audit,
4 lib: 'java-servlet-param',
5 level:info,
6 )



HEIh, BE—IHNAFEJava SpringiThl ERAF FIITRASEH ERERWT:

desc(
title: 'checking [spring controller source parameter]',
type: audit,
lib: 'java-spring-param'
level:info,

o b~ W NP

EE—TRNAFER ss T BILE:

desc(
title: "Find Runtime.getRuntime().exec Point",
lib: 'java-runtime-exec-sink',
type: audit,
level: warning,

o b W N R

BAEREEHEIT spTHITRE BANIE, MG TXERS:

1 desc(

2 title: "Servlet & Springframework Paremeter Directly Passed into Command
Injection Sink",

3 title: 'Servlet & Springframework EMSHEIZEHSEN',

4 type: vuln,

5 risk:rce,

6 )

-

8 <include('java-servlet-param')> as $source;

9 <include('java-spring-param')> as $source;

10  <include('java-runtime-exec-sink')> as $sink;

11

12 Ssink #{

13 include: "<self> & $source’,

14 exclude: "<self>?{opcode:call}?{!<self> & S$source}"’

15 }->as S$result;

16

17 alert Sresult for{

18 message: "Find direct command injection vulnerability for java",

19 level: high,

20 };



REERAILUER include B native call (BX&SNER) #1TEA, #ZF servlet
spring B P AIERASEIEN source , SHITHRIEA sink , BEHERSTRERE
BEEERE

A libs#+2EH, BAUEREMNHAITERY, REHIENE HEARBIFN,

3. WS E AN
HHHIIE SyntaxFlow BB, BATMEERANAE, XIRREHETE=17:

1 DocumentBuilder documentBuilder =
DocumentBuilderFactory.newInstance() .newDocumentBuilder () ;
InputStream stream = new ByteArrayInputStream(xmlStr.getBytes("UTF-8"));

org.w3c.dom.Document doc = documentBuilder.parse(stream);

EX=17, 1Lk, REEMHESERE documentBuilder.parse(stream) ., FiIWEITH
BLFE MIX AN TS FF I8

NfAI4RE SyntaxFlow #M#%E documentBuilder BY parse JARE? HUAAFIUEEE ‘N
XHLER” #HE xxe.sf NXMEZFIESR, BERAESMNNERKAT, NAFTERFRFES,
BT RENVS ML E, BT RINRABFBIEZOMNES NPT E,

MNEERFERHAREIT
NREHE documentBuilder.parse(...) XMRIFAAMNE, BREEHE

documentBuilder XNZLEM parse AH. 7E SyntaxFlow A, {REJLIEZEAN
documentBuilder FHEXMIE,

SPEC: A5 SR

1 filterItemFirst

2 ¢ nameFilter # NamedFilter

3 | '." lines? nameFilter # FieldCallFilter
4 5

5

6 nameFilter: 'x' | didentifier | regexpLiteral;

7£ SyntaxFlow B, @I EAEREBEREUIFENZER. FEZIHERYE, XB2— 1 EEE
RS, RnREHTRBETHE2SRE, REFBHMELZIBHBIRBRREXREE, T
HEfAITE SyntaxFlow FRFI IR AR R —LEE KA

1. BREENEESR



MRFAEIHRENBPFAEFER documentBuilder XMLENMF, FILERALLT SyntaxFlow &
1

1  documentBuilder;

XEMN TR FFREMN documentBuilder TE5L,

2. BRBHARB
BHEIFMBIERA parse HZANME, RAILUERAUTEM:

1 .parse;

XEMUWAMAT . FRREERNNEELRRNZ—THZREES, MAREER.

3. 5T EXRMBERAR
EfEHIE] documentBuilder.parse(...) BARMNE, AIUEETEMHERZBITIER:

1 documentBuilder.parse;

XEMEIREENMEIFFE documentBuilder IR EJEAA parse AZEMARBAIE,

4. ERIENREHITEMIEER
MR RERBNTGER, EVBEHREEEMEANMMERE, FJUERENRANHITE
R N, E3RFIFRE L "get" FFRHNFAEVER, vILUER:

1 .getx;
& EAERAYENREL:
1 /(get[A-Z].*)/;

XRLECFABLL “get” AARHBRR—NMAGFERAGZE, Ul getName . getInfo FHo

5. £ glob &3



NFENMEMIER, LB EREIFIEEE “config” FIRMZLESHE, PILUEMA glob &R

1 *xconfigxk;

XEMUSTERMEESE “config” BIFRIRRF, NECHRIFIIA,

6. BREE

WFRLEFERIDNEE, BRES. KEBEEES, FE HELK / EHMIEE . SERRERT=M
I regexp . glob . exacto. AJLUBERIZR r « g . e BIEARMEA, Z#F heredoc M
QuotedString :

1 g'ax"

2

3

4 e<<<CODE
5 password
6 CODE

7. EEFEEEM

o TEHITEAEMMRIEAEHZE, WNRIRAEILIRAY SF N L EIHERNRE, REFREAKIEIASHK
BAo

o AEEHNIREEBGSPMEIER, MAUEAR, SR—KRA=2EGEEMm, RAESSAH, &
FERERE, RABERHAA=EAERRE— T EMmMTI

Al fi#33
1. Eih@EREAEahE% BFigiAS R
LIRRTE SyntaxFlow LN LU EITHIBE, BNRERBIEETAANENE, XERAEZMHEIZEL
B, S¥NGRAESEARE, LERELEZNMBE RS ARKE, MRMNFEET AR
HEHE, BAZMNAERYMSZEIRG, REEFENGRBIETER. Bk, FREBRIT
AOiRZ (SNfER * sRIENIFRIAT) AT LURSFLNIAY R SEMFIEBSEE,

2. WEEBEDF=PERHEER

EERENEFRONT, TENEMRERNRSERETENHIERTEE S, AT, EfER SSAK
XERTHAEF, BN EEFHERARRNIRBE—R. XMMFIERE T RN, BATE
NEREREX ZEMASENRE, BMEEREHREBI T EMEREEREE,



£ SSAH, MR—LEFEEMME, IFINFTHNEERNE. XEREEHETHDITIRER,
AFEEOEMNRERFZ RIS AT HIERNER, R, BERERNENERNZ RIRER
5, EAREFMIRENDHER.

XA EIFER SyntaxFlow BHTESOREY, BEREIMEZMBHIBRSIERAMEEZ BIRYX
%, BMEEENERNAEEEN BRI EMAER.

BEERE, U ERFEEDRIE T EMRA SyntaxFlow #ITRIEEITE, MRER EEBANMNES
REE, HEOFA SSAFANNE, LUIREDITHINERNBERTCHE. XERIGTTRLERERNIE
BHBNMA A SyntaxFlow #ITZEHITHALENR 2T HKKRIEEZENE,

ERREIEAHET

SEPC: S R#ARSHEIT

FHREARFFIE R SyntaxFlow AEWBRIEATN, FIINFHBIKREIFRE .parse FARGEHKIERR
8<%, HIEWIT .parse() MAUKE, WMREEHITRIVARANSE, WomMER, —fEHE
HEIEH (RERESHR, 0 .parse(* as $source) ) , F—MHEHITFEMENSEL
(ERES DR .parse(*x as S$source,) ) , BEMIEEEXIT:

1 filterItemFirst

2 ¢ nameFilter # NamedFilter

3 | '".' lines? nameFilter # FieldCallFilter
4 ;

5

6  filterItem

7 ¢ filterItemFirst #First

8 | '(" lines? actualParam? ')' # FunctionCallFilter
9

10

11

12 8

13

14  actualParam

15 ¢ singleParam lines? # AllParam

16 | actualParamFilter+ singleParam? lines? # EveryParam

17 ;

18

19 actualParamFilter: singleParam ',' Vo lg

20

21  singleParam: ( '#>' | '"#{' (recursiveConfig)? '}' )? filterStatement ;



£ SyntaxFlow #7, BHitRHIFRAMESHRE—HIFEEENIE, FERTLRE2SMMNEHEIT.
B SRR R EUARMEEESE, FitRALURABENZENG, NFSEIELIES 6
RREFMA. ABZRFATEUNET SyntaxFlow REHME T REAR S

1. ERREA
BHEIFMERER .parse 7HENER, EAUBERMERUTER:

1 .parse();

XEMUTEFABIEA .parse FHERMTA, MAZRERBABN L TXHSEH,

2. HItFRE S
MREEEHIT .parse HEARNEENFIESE, rILUERINTER:

1 .parse(* as S$source);

XEBH « KRICEERBE, as $source BIREEFHNESHEFTTER S$source , HEGEMH
— 3.

3. HIMFEMUENESH

MREHEKL .parse FEARRIFEMUENSE, LLIXE—ISH, BAIUXEES:

1 .parse(x as $source,);

XEBRES , RTEDMEE, * as Ssource EERMLEFE S, NREFZELEE -G
2248, PILRIERERNNIE S XS AYLART,
4. EBERFHR
e filterltemFirst:
o nameFilter : LEEEAMRBBNGIER.
o . + nameFilter :{BRERHFEAH,
e filterltem:
o ( actualParam? ) :[LER#HIFABRNSHTIR,

e actualParam:



o singleParam : LECFAESHL
o actualParamFilter+ singleParam? : LE4FEMSE,

e singleParam:

o RIENATHRABRFRIERTISL,

5. ERHRTH
BRISEMNEZHIT— PR 2HENEKE loadData , ERJAEMIMNBIRINEEIE:

1 .loadData(* as S$data);

LEXNRE#HIAFAE loadData HENEAMNSR, HAREFMELZE $data H. XALIFEBALE
RHRELTRHA-—THITXESYE, BERSHEFERERSE.

6. SEHfER: ST ER. FERESHAAREEHRITHIT

HLERER. FARESHARARZERITHITR—MEMBIRE, PTUREBEIT RN ERAESN
THEEMBENIL, BT FRtEREEMREFR, ATLUETRBFHNERRREMEBENZER,
TEFRMTEELLNRFIREROAKILXMET, HROBENAEEED

=0 1: BRENERZRARHHEITHSHK

BRigFENFEHIT— web XAFRFAE IR XML BITNME, %53 parse HZEMIER. 89
BitRHESTEMMISE T XML #1728, LABALE XXE K.

SyntaxFlow Zif]:

1  DocumentBuilderFactory.newInstance().newDocumentBuilder().parse(*x as $source);

fRRE:
o XNEWMEHLEMEIFFE

DocumentBuilderFactory.newInstance().newDocumentBuilder () BYIAR,
o ARTIEIFEE] parse FHZEMIAR, HIERFIEEELS parse FHZEHNSE,
o BEIWFMIELTE $source P, LUEH—TAMERFEBERNIX,
= 2: HITERRHRERER
EZE—M75, HINEERIFMEFERBRRE exec B, XWNTFAMBENGSEIANKTIEE
5E,

SyntaxFlow Zif):



1  Runtime.getRuntime().exec(* as $cmd);

fiERz:
o ZEHIFHFAE Runtime.getRuntime().exec BIEH,
o ERFREBL exec WATESH, HRHEESLTE $cmd , ATFEEAMHGSHRNENLSE
4,
EEEPRER R
1. BRI TFRFNSHA:
o REMFEABAMIEERI, W x , LUESHNESHEMENRIEM,
o XABBFMNERFAEBRIERIE A,
2. FRNERRREUER
o FF SyntaxFlow By SSA 2%, BT EMEMFIERZNATAEREEN,
o THESSAFILEBIRE EMRMERTEENHEMEL, REFEEFNEEMSIAXR.
3. EMlA AR

o TEREMNEY, RAJgEEIRTTRBNAG ZRAE XMXEB TRt EMRR, Ea] LUIRMHE
ALETX, BMFRANDHTBERR,

o FIAENREEBEGBEMTHILLRER, BAUSEIRSESHARNNRURNERRLF.
B U ERAMERSED, BFANEFHERNEEERTHEIENRNALRE. FARENA
FRRBENRAR, RERATURE T HITHME, TAKERT B ERIERRE.
HItHEISEREF

SPEC: ®HitHEETE
FEEITERESR, FATUBEATBEITHNEEL— “BE” EHERE SyntaxFlow B ETXXH,
fBlg0: as $source B .parse(* as $params) EEENXITF:

1 filterStatement

2 : refVariable filterItemx (As refVariable)? # RefFilterExpr
3 | filterExpr (As refVariable)? # PureFilterExpr
4 >

£ SyntaxFlow #7, HitREERNEFZEIER as XEFREUNERMELTERIRN, X
MG ESESE RIS HEITIEFRBSEMS IR, ok —PAEXERELSER, TEHGF



M BXMEENERTENERM,

1. h:ﬁE *j
£ SyntaxFlow A, BILUEE RMEARNFRANKEFMEN S| HHEITER
1. RefFilterExpr:

o ex: refVariable filterItem* (As refVariable)?

o XMERATFM—TSIREEFIE, B —RVINTIEIRE, RAFEBERBREFMER—
MBS AEER,

2. PureFilterExpr:
o 3. filterExpr (As refVariable)?
o XMEXEEM—TTRFERNFS, AtEEREFES—I 5 ATEH,

2. H as XB@F

as XBEFATRENMTRREAFIRENEREFMEI—NTEPR, ETEENE|BAMNEE XEL
EERNMIERSZ T BNREEITPRLAEER,

35t Re

FRISHNFEEEREE parse WAAREENSEH, HEEHE—TOMXLESH,

iRl

1 .parse(* as S$params);

EXNMIF, * #IRT parse HZEMIFTESEL, as $Sparams FXESWEFEHEIIT=E
$params A, ZfG, REJLAER Sparams EHMEIRTEIEFS5|IBXESE,

3. KRN A

EEFFNAEHEITHREDTH, XMEEARAMIEE TN REENRET, Fli0, NRENE
AF— AR E SQLIFENK G ESIEEERM:

1 DriverManager.getConnection().createStatement().executeQuery(* as $sql);

o XEB, as $sql HIRTIEEL executeQuery WIFTESE, HBHEMHEEDTZE $sql H.
BEfE, FHATAUIT $sql #HITHEH—PTHNZLURE, LI NREESBENBKRSQLES IR
o



4. EEMN

£ as XBFHREFEPELER, WESSNES TEENFEITMUEHET UATLME:
o BRI FILIRERMEITHES BN S M ES. BIRUHTE,

o ERY: FHEMNZEFTUES M ENHEITRAXNPEERERA, HLPEEFH.

o JEMIE: ERMIRICAFEXRBEEITSNER, EEHITIEEINEAMS FIEE,

BIERER as XEFM ERLEH, REILURAFITRVERMENSER, BPthEENOREESR
AEDIF IR IR BV B

B EREE B

AEEHEXIAA (Deep Chain Invocation Tracing) @—fu)FNERNABNEAR, RiFSHT
AEFAREFERIEMIERZAR, TEXMARREEALEREHESZ EHN A /AR
EER, XMARERTAERLEEE ZRENIARNMNIE, 0 Java PERNS LSRN
%o

SPEC: REEHENIFA

filterItem

1
2
3 | "..." lines? nameFilter # DeepChainFilter
4
5

XER . AFSRATHEINIERMUEFR, B TRIFEFEIIREEENG AR (@I
nameFilter $§%) o XMEAAWTHAENLRHE—LABRNAGRET, MEMETRONSER
BT %o

R D thSEERR
XL, FEREERERREN, ARBEOTEA:

1 DocumentBuilder documentBuilder =
DocumentBuilderFactory.newInstance() .newDocumentBuilder();
InputStream stream = new ByteArrayInputStream(xmlStr.getBytes("UTF-8"));
org.w3c.dom.Document doc = documentBuilder.parse(stream);
doc.getDocumentElement() .normalize();

RGN T ZR, FE “BIANEEIVAR" BNEES, NREBERREEN parse XA
A, ERAFBEMANER “TER” , BHZEWEXNIZINARE EMER?



1  DocumentBuilderFactory.newInstance().newDocumentBuilder () .parse()

I EEREBEHREERARET A UEMRAIE parse() , BEEMERET —EFIEN
w75, Gla, FMNBIBTENRREEHEATT. “RIIFENVER” ma) UERXNE-, TR
fEA—ERRENEE!

1 DocumentBuilderFactory...parse()

£ ... FATUEEESKIIED newInstance().newDocumentBuilder () BIENX, HiZit
SyntaxFlow B&1F .

EE{EHIRA

X2 EHR BN AER 2 HHARBLHPRERENE. SRR T AFTREHRD
8, TRETABEIHNE, $ESEENERERENS RN, BILERERE, FitRT
MBI XA B, HERENOTXLARNRSENER,

1B ERFMERYfE RN E S

SPEC: Use-Def §51BERIZEE X

BEEYL, SyntaxFlow 3#F UD 1 DU H#RVIERH, XMIA+TIER, AT &IZF SSA B A
%, HEERIBERNHIER. £ SyntaxFlow igitH:

1. > RAATFEE—RERENTR, --> XA TEREAETREIESER,
2. #> RAMALEF—REXENTS, #-> RAALEERSE (EX) #EIESER.

3. {} FTEERKEEHFENEN ETXEHESK, fli0 -{depth: 5}-> RRMATEERENHE,
BERRENSTR TR ZIEERSR.

1 filterItem

2 : filterItemFirst #First
3

4 | '=>! # NextFilter
5 | r#>! # DefFilter
6 | '-—>" # DeepNextFilter
7 | '-{' (recursiveConfig)? '}->' # DeepNextConfigFilter
8 | '#->! # TopDefFilter
9 | '#{' (recursiveConfig)? '}->' # TopDefConfigFilter
10

11 ;



1. BERHF2: EIR Use-Def $HEEFFTE SyntaxFlow FEIfEA

7£ SyntaxFlow A, ST ERIER (Use) FIEX (Def) BB ESIFENEERLIMA, XLt
BEAFESEHSERE (SSA) FRANRBIEERMIERTEREBRHINESN. X—2BoBIBEHERE
YN{AlfEE X LE R SRV S SRIB R T = M R XA E A E X 3.

2. IEHTHR
1. => M --> ((FHEIHEE)
o —> : BEREIT—MERZTEFRHNMS, XZRBETEERBF “—&° FHMNERS
o

o --> ! BREIEAENEGR, XMETHH®LER, FIFMEEAR, BEIRBEESHIE
A, BieeRFARNERE,

2. #> M #-> (EXHEERR)
o #> ! BRIZEFRHHEREX R, XBFEEZLERMENRBERRBIMTS.

o #-> ! BEREIEXENFIG, FAXMEENALUEHRIZERRBHRIENX, FIME
FREIIE X o

3. -{} M {} AEZE (EFEERFEXLTN)
o —{}-> ! AWREXEERIRENEMSIN, FW, -{depth: 5}-> KRRNEERERIE,
BEERRRERTIN5E,
3. ERRAISHERE

ZH—: ®Hit5tXt ProcessBuilder B9 RCE

BT CRERG:
1 Admport java.io.x*;
2
3 public class TestRCE {
4 public static void main(String[] args) {
5 String cmd = "ping example.com";
6
7
8 ProcessBuilder pb = new ProcessBuilder(cmd.split(" "));
9 pb.start();
10 }
11 }

SyntaxFlow # N ZEf1



o N oo b~ W N R

HMITHR

AT LR EIASCHRTEER] RCE.

// BB TTX L

desc(title: "rce")

/) HFEBIEZE ProcessBuilder XIRATHIFFEEE
ProcessBuilder(x as $cmd) as Sbuilder

// 1BER ProcessBuilder X15/EaBFER 7 £1EH
Shuilder.start() as S$SexecBuilder

/) BEBEBLRIIAIT T startF %, WRAATT, WEIGEFTE R

check S$execBuilder then "fine" else '"rce 2 SyntaxFlow error"

--program rce && yak sf --program rce rce.sf

O 00 N O U

10
11
12
13
14
15
16
17
18
19
20

java , ZABEHITIOTHIE, RKMRLEREE: yak ssa -t

[INFO] 2024-06-26 14:11:10 [ssacli:132] start to compile file:
[INFO] 2024-06-26 14:11:10 [ssacli:148] compile save to database with program

name: rce

[INFO] 2024-06-26 14:11:10 [ssa:42] 1init ssa database: /Users/v1ll4n/yakit-

projects/default-yakssa.db

[INFO] 2024-06-26 14:11:10 [language_parser:46] parse project in fs:

*filesys.LocalFs, localpath:

[INFO] 2024-06-26 14:11:10 [ssacli:272] syntax flow query result:

rule md5 hash: d04b7fcl1476e8957cdad9f8ba36214a6
rule preview: // EHiFBHERITIECIBATTX desc(title:
SyntaxFlow error"
description: {title: "title", $execBuilder: "fine"}
Result Vars:
cmd:
t1283661: Undefined-ProcessBuilder
Sample.java:8:32 - 8:62
t1283666: Undefined-cmd.split(" ")
Sample.java:8:51 - 8:61
builder:
t1283662: Undefined-ProcessBuilder
Sample.java:8:32 - 8:62

ZfHl=: GroovyShell KBHITRR
HiH R

1

package org.vuln.javasec.controller.basevul.rce;

"rc...e" else "rce 2



2 dmport groovy.lang.GroovyShell;

3  dmport org.springframework.stereotype.Controller;

4 dmport org.springframework.ui.Model;

5 dmport org.springframework.web.bind.annotation.GetMapping;

6 dmport org.springframework.web.bind.annotation.RequestMapping;

-

8 (@Controller

9  @RequestMapping("/home/rce")

10 public class GroovyExec {

11

12 @GetMapping("/groovy")

13 public String groovyExec(String cmd, Model model) {

14 GroovyShell shell = new GroovyShell();

15 try {

16 shell.evaluate(cmd) ;

17 model.addAttribute("results", "HITAIN! ! ! ");

18 } catch (Exception e) {

19 e.printStackTrace();

20 model.addAttribute("results", e.toString());

21 }

22 return "basevul/rce/groovy";

23 }

24 }

25
SyntaxFlow #0251

1 // B8 GroovyShell LHIRITHBEIIER

2 desc(title: "groovy shell eval")

3

4 /) ##IF GroovyShell BY evaluate F AZVBAIEZHIIE S

5 GroovyShell().evaluate(* as $cmd)

6 // EBESH Scmd BIEXKIR, BIRIBIENXR

7 $cmd #-> x as Starget

8

9 /) MEEZFEERE] scmd BYFRL, HEXZIEL, WAIGEFERISEANEL

10 check S$target then "fine" else "not found groovyShell.evaluate parameter"
HITIR

EEMS, FH yak ssa -t . —-program groovy && yak sf —--program groovy
rce.sf WITHITIE, BREINTE



[INFO] 2024-06-26 14:24:11 [ssacli:272] syntax flow query result:
rule md5 hash: 17476c2166f26d3dfc5fe3flcl116451b

rule preview:

o 0 A W N

description: {title: "title", S$target: "fine"}

Result Vars:

cmd:
10 t1323355: Parameter-cmd
11 Groovy.java:13:29 - 13:39
12 _
13 t1323363: Undefined-shell.evaluate(valid)
14 Groovy.java:16:18 - 16:31
15 target:
16 t1323355: Parameter-cmd
17 Groovy.java:13:29 - 13:39
18
19

XEER AR GRS 7 WfEER SyntaxFlow SIEERMIEE T RIBEHITHMERACEIRYIEA , #nE BN
ENRERFE. XM A NXER IR NEHRERIRIE, &R UFEBF LML EFATIL RER
AR HIT,

4, EEPBESED

o EFTFXEE: ERIAFAENLETXEEEXE, $2EAIEE R ENARABEER. €A -
{}-> BEMTRKEEINEFSHA UEB AR ERN A EE .

o MREEE: EAEWMABS, €A -—> = #-> FIESSHMEFHE. EYUENERT, REEER
BYRE S FAMRIEERRYRIE R A R,

o BERNRIN: FERXEEEAN, SERREREMISHARSY, LUEREIBRIIAEN
MR X 8o

MiEE: S Ir{ERYTmGEE R

SRHTERE, BAAEAPEEREARET SyntaxFlow BHITRESMUNES, BTRENIGS

HRAKEN—TA LU EREFEITIRE “ME" BN “ofE™EDE” . B@Ed 2{...} X
TISEARENHIHE, HEFEBN (KEFR) BNE. IMIE+T2BR, BEEXNT:

SPEC: S {EimEidisE X

1 filterItem
2 ¢ filterItemFirst #First



© 0o N o »u b

10

11

12

13

14
15

16
17

18
19
20
21
22
23
24
25

£ SyntaxFlow 1,

| '?{' conditionExpression '}' # OptionalFilter

conditionExpression

"(' conditionExpression ')'

| filterExpr
// filter dot(.)Member and fields

| Opcode ':' opcodes (',' opcodes) x ','?
// something like . (call, phi)

| Have ':' stringlLiteralWithoutStarGroup

StringContainHaveCondition // something like . (have:

| HaveAny ':' stringlLiteralWithoutStarGroup

StringContainAnyCondition // something like . (have:

| VersionIn ':' versionInExpression
| negativeCondition conditionExpression
# NotCondition

| conditionExpression '&&' conditionExpression
FilterExpressionAnd

| conditionExpression '||' conditionExpression

Opcode: 'opcode';
Have: 'have';
HaveAny: 'any';

VersionIn: 'version_in';

# ParenCondition
# FilterCondition

# OpcodeTypeCondition
#
lal lbl)
J
#

!a!} !b!)
# VersionInCondition

# FilterExpressionOr

?{} SEWRMHET —MEANSARNAFARANE T EEHITIIR, X

REXY FASHIE R LESIE RS ES SH—PHNEITDNERER. TEHAIRBTA T JLMELAIFMF
TR, XEFAINA UBBEIRIERSENF R IEHE,

1. ATANEIRAG R



RirEH 1Pl Gl

WERERATEESFHRE
- 5
BmEIED B RS E Svars?{.setFeature} as Snew
[——F N~ zzl—Hg_

I (iZ1E3F) ﬁiﬁﬁ%mﬁﬂ;’ ATAER Svars?{!((.setFeature) || (.setXIncludeAware))} as Snew

‘&& (BEL5) | B RmEZ &Y | Svars?{(.setFeature) && (.setXIncludeAware)} as Snew

|| GZ353K) e E—5& N Svars?{(.setFeature) || (.setXIncludeAware)} as Snew
MERELINRE, BB .

. ‘? Wl L} 1

Opcode: TR (ERL Svars?{opcode: 'call’, 'phi'} as Snew

NERLGBEESIEEFTRS
. ‘? o ! '

Have: (TSR Svars?{have: 'abc'} as Snew

NERGBEEE—IEEFH
- ‘? | [ ] 1

HaveAny : & GEEE) Svars?{any: 'abc', 'def'} as Snew
mﬁﬁﬁﬂhﬁﬂsﬁﬁﬁﬁﬁ\ﬁ& dependency__*fastjson.version as Sver;

In: AXial, AJLER || ®/RTX ST .
. Sver?{version_in:(1.2.3,2.3.4]} as SvulnVersion
BlHE

it 4o A2 (H 2T e FuAh
c?nd|t|onExpres 'S\D‘%w'ﬁ#ﬁﬁgmmﬁ Svars?{(.setFeature) && !(.setXIncludeAware)} as Snew
sion L3=pu i

XERANAUEESHER, TREEFNTIEEE, UHRIABNARER S SEERIHERR
R AT H—T Do
2. B XXE JRAaam

LEFAT@EE — P BRI F 3R E B U7 LR R Y B X LT R ROA TR BT 1B 7EAY XML SMERS(K
(XXE) X

5. #it DocumentBuilderFactory HEZE

1 desc(

2 "Title": "EHIHAAKRIZKE setFeature FREHRIEMBIXXERA",

3 "Fix": MBEAE: EEFHPFIRE setFeature / setXIncludeAware /
setExpandEntityReferences HE&ZLHE"

4 )

5

6 // Bt DocumentBuilderFactory @& BZIRE THiIE XXE WHEHIZLEIE

7 S$factories = DocumentBuilderFactory.newInstance();

8 Sfactories?{!((.setFeature) || (.setXIncludeAware) ||

(.setExpandEntityReferences))} as Sentry;
9 Sentry.*Builder().parse(* #-> as $source);
10
11  // & parse FZBIBFERELLTE
12 check $source then "XXE Attack" else "XXE Safe";



fREE:
o BH4el#E DocumentBuilderFactory HIFTSEf, HIGHFMEAE $factorieso

o fEMA 2{...} TIELBLSHIAA .setFeature. .setXIncludeAware I
.setExpandEntityReferences HIf, HEXIHEREFEMEN Sentry o

e BEE Sentry HHIFRE .parse HZEEA, HREESHELEREET LS,

BT, RILER 2{...} S EBE/RIEHEITHIETIEER, FEETRLER
B R TRHEZE2NEE S, XfhERE 7 HITHRENERYE, BahREeo P Aa ik
TH,

HITER

AT R—FFBIR BN XXE RR#1TO, RIUEE:

1 package com.vuln.controller;

2

3  dmport org.springframework.web.bind.annotation.RequestMapping;

4 Admport org.springframework.web.bind.annotation.RequestParam;

5 dmport org.springframework.web.bind.annotation.RestController;

6

7  dmport javax.xml.parsers.DocumentBuilder;

8 dmport javax.xml.parsers.DocumentBuilderFactory;

9 dmport java.io.ByteArrayInputStream;

10  “dmport java.io.InputStream;

11

12 @RestController(value = "/xxe")

13 public class XXEController {

14

15 @RequestMapping(value = "/one")

16 public String one(@RequestParam(value = "xml_str") String xmlStr) throws
Exception {

17 DocumentBuilder documentBuilder =
DocumentBuilderFactory.newInstance() .newDocumentBuilder();

18 InputStream stream = new ByteArrayInputStream(xmlStr.getBytes("UTF-
8"));

19 org.w3c.dom.Document doc = documentBuilder.parse(stream);

20 doc.getDocumentElement () .normalize();

21 return "Hello World";

22 }

23 }



RFA XXE.java ARFBLARRER SF XHRFHK xxe.sf , mLITHIT yak ssa -t . —-
program xxe && yak sf --program xxe xxe.sf HITHLERRN:

[INFO] 2024-06-26 14:58:24 [ssacli:272] syntax flow query result:
rule md5 hash: f3dde2cbbb200606c3361adb0f276c0e
rule preview: desc( "Title": "EHIHEARIZEE setF...en "XXE Attack" else
"XXE Safe'";

4  description: {Title: "HITEAXRIZKE setFeature FREHRIKSEMMIXXERBE", Fix: "f&
EHE: EEFAFIEE setFeature / setXIncludeAware / setExpandEntityReferences 2
Z2EIE", $source: "XXE Attack"}

5 Result Vars:

6 factories:

7 t1325817: Undefined-DocumentBuilderFactory.newInstance(valid) ()
8 XXE.java:17:65 - 17:78

9 entry:

10 t1325817: Undefined-DocumentBuilderFactory.newInstance(valid) ()
11 XXE.java:17:65 - 17:78

12 source:

13 t1325822: Undefined-ByteArrayInputStream

14 XXE.java:18:33 - 18:79

15 t1325821: Undefined-ByteArrayInputStream

16 XXE.java:18:33 - 18:79

17 t1325824: ParameterMember-parameter[1].getBytes
18 XXE.java:18:61 - 18:78

19 t1325801: Parameter-xmlStr

20 XXE.java:16:22 - 16:68

21 t1325825: "UTF-8"

22 XXE.java:18:70 - 18:77

23 _

24 t1325829: Undefined-documentBuilder.parse(valid)
25 XXE.java:19:51 - 19:64

26

27

RIBERIAIEFRAILILIL: description HEET XXE Attack FERIHARALEREZWIC
o HEMNERNBARAPLEFTRETEBEFEUAGNNERIER,

BEH: XK, EE:-, HE:+

BANEE WIS NESRIE, SyntaxFlow EX T —ESAEREIEEMENRE S

1 filterItem



2 : filterItemFirst # First

3

4 o

5 | '+' refvariable # MergeRefFilter

6 | '-' refvariable # RemoveRefFilter

7 | '&' refVariable # IntersectionRefFilter
8 3

7£ SyntaxFlow H, 8 EHEE—MME AN TR, AFLAEMSTRIEHRINEEER. BEEX=ZMEZR
HNESEER. K& (&) « Z&% (-)  #&% (+) , SyntaxFlow AFAFRURFENAREESH
BREBiRESE, LUABKEENSTER, THIFMARBRXLEEBRFIAZENES X,

REEBEEF: &

REGHRT & BFHRERINESHHENTTE, ERBIHN ETXH, XalLIARBER AR
B R PR [R RV EE = 5 BRIEUA o

5l

1 S$callPoint & $filteredCall as $vuln;

XE, $callPoint & $filteredCall F/ARK ScallPoint £85 $filteredCall £
BHRE, ERE Svuln BEERNEETF ScallPoint M $filteredCall TR, X
MiERERAFIRFIE N ARSI IR REINZ 2 RETS R R,

EEIEHT: -

EEBEN - BFMN—EEFBREETS— I EaTNTER, XTEZEHRSEHIEATHRRE
IR (FIENE RS EsNIE) MEEESREEER R,

K

1 S$callPoint - $filteredCall as $vuln;

EXMIFAR, ScallPoint - $filteredCall T/-M ScallPoint ESPEERABLEH HIR
7 $filteredCall E5FWTE, EEE Svuln BEEREETF ScallPoint #, MAE
$filteredCall HMTE, XA LBARIFFIEBENRTIESRIGUENEREIER.

HEBEEM: +

HEZET + BTFEHMITESHNRER, EREEEMIMESTHFERR EENTERFE—
1) o XEFEHEGKERERNEIERIRI1E R



K

1 S$paramDirectly + $paramIndirectly as S$vuln;

XEB, $paramDirectly + $paramIndirectly R $paramDirectly HE&H
$paramIndirectly E£&86H. £RE Svuln BEEHINESTHMRERTE, XEEATOE
— "EemEIESE, UEHITE ZHD .

B XEEESIEERT, SyntaxFlow 1T —H#hiEEMmaR ARG RIS (EM OIS HRRIEIER. XL
REFESBEFPEBIRBREMNE R EMAS. HilRD Y BHIESE, MMEARGIRFIF A IEBIER
Zein)El,

E4i B (NativeCall) #&|

SyntaxFlow ME&X R 2 —Z R NativeCall R, XLERMENSTENXH, AIEESHEMR
HEMSANRE. AEIER A NativeCall BRERBIEES, BRERZE, HRHTARENTEYIRR
Hiwmid,

NativeCall 2FREEERVREL, FIEAAMXHFRERITIERIE. XERBATIEE. LEMEHR
HIREN, EHERNREDITMERES,

SPEC: NativeCall iZEENX

1 <nativeCallName(argl, argName="value", ...)>

Hrh:

e < : #rig NativeCall B9FF %,

* nativeCallName : EfEAH NativeCall K EHEFF,
e (...): BERHSHNRIES.

e > ! #7i2 NativeCall &R,

HEE A eBNF #R 79

nativeCall

¢ '<'" useNativeCall '>'

.
5

useNativeCall

: identifier useDefCalcParams?

~N o b~ WN R



useDefCalcParams

10 : '"{'" nativeCallActualParams? '}'

11 | '(" nativeCallActualParams? ')'

12 8

13

14  nativeCallActualParams

15 : lines? nativeCallActualParam (',' lines? nativeCallActualParam)* ','?
lines?

16 5

17

18 nativeCallActualParam

19 : (nativeCallActualParamKey (':' | '='))? nativeCallActualParamValue

20 5

21

22 nativeCallActualParamKey

23 : ddentifier

24 8

25

26  nativeCallActualParamValue

27 : identifier | numberLiteral | '"' ~'"'x '""' | '$' qdentifier | hereDoc

28 5

NativeCall Eik5I&
LUF 2 SyntaxFlow FFrE R AR NativeCall RERIRNE, UKRENIRER:

BRI ZR 2 FR fair

<getReturns> FREX R £05% /7 /AR BB,

<getFormalParams> KRR A EZNE SN,

<getFunc> ERE R EETEERN SRR

<getCall> REN—MERIAR, B% B TFRINSREEEXER.

<getCaller> EHRBEEREENRARIES.

<searchFur TEENMEFPEENENRHER. IRBABEEREA, WERZAGZE (6
&) BHEMIER.

<getObject> RESEXKENNSR, BFATERNRE L TXH,

<getMembers> REVI R ENRRTEE %,

<getSiblings> KRR T R E,

<typeName> REVERIEE BT (FEERE)

<fullTypeName> REVERNTEREEEN (BFE8REF)

<name> RENERER. 7575, BEHEENRMT,



<string> REERAEFFRERTA

<include> BE—MIMFXX AR ZFIRFR SyntaxFlow #M,

<eval> HE—MEAFRTRIRHEBVFET SyntaxFlow FEMo

<fuzztag> WAE— Yaklang BY fuzztag 14k, #F SFFrameResult FRYZEE,

<show> W EMARITEERE (BFER) .

wdlices MEFRE—MIA, BUATHARFTRTAENE, ERATRA <slice(start:
<regexp> WNFFFRFITIEMNRAEN AR, THRHHIRE, R <regexp(..., group: 1)>
<strlower> BFrRHaEENE,

<strupper> BFRHBEEEAKE,

<var>
<mybatisSink>

<freeMarkerSink>

BEWA TS HGEER,
B HIREI MyBatis BY Sink (437E F Java MyBatis 1£22)
175 FreeMarker B9 Sink (4%% F FreeMarker #&1&512)

<opcodes> REN S {EXELAVIRIERS (opcode) .
<sourceCode> REVER R R

<scanPrevious>

AEEN T E R —MRIERSES.

<scanNext> RWAEEZEN T —MRERHIES.

<delete> MEHFT E X RFEESE,

<forbid> BEMCAZLE;, MRZEFE, BRE™EHR.

<self> RIEFERS (AFHEEER)

<dataflow> RIS EEXNEERER. TRIRER > X > ZEER.
<const> ERBEPEREEE.

<versionln>

F Bk AR A R S FE R MR A X 8],

SyntaxFlow Y NativeCall —figKii @F L EER, LRTIRFIGEHFEEEE 230 NativeCall, EZ
Kir LBZ THEKRZSEHERDN NativeCall, WMIRBREZM NativeCall, AP RIS ERIGHAEXM

W7 RERRE, ERENEGS, RINEBSHARME NativeCall FHRBRSLHRMTER
i
e S e Y il

SyntaxFlowBESS AR K F ELRIARASE S, FRSHEEBRES N D ITREES.

IRENME R RS S

FRATBIRRZS 1S B1EE7ESyntaxFlowRN BT E8 7 _
5 IREEE Bo

_denpency__ BT EH, Ftr]LUEBETHIER IR



1 __dependency__.*fastjson.version as Sver; // FREUKHRR LLfast]jsonst B HIARZS
__dependency__.*fastjson.filename as $ver; // FRERVKHiR LLfast]jsonEEFATERVEF
X

TRt hiy 2

BTHRBER, ILMERFFHITIHE, biNE MR ARATE—ERAXE AT LUAAEEERE. —
ARSI AR AS RV TR ERE version +in iBEASE SWETRFIEDIE BY VersionInCondition o

SPEC: Tt iRkMihR A& A TE X

1 filterItem

2

3 | In versionInExpression

4 5

5

6 versionInExpression: versionInterval ('||' versionInterval)x;

7 versionInterval: ( '[' | '"(") vstart? ',' vend? ( TV "))
8 vstart: versionString;

9 vend: versionString;
10 // unless ',' "]'" ")!
11  versionBlockElement: Number versionSuffixx ;
12 versionSuffix: '-' | Identifier;
13  versionBlock: versionBlockElement ('.' versionBlockElement )x;
14  versionString
15 ¢ stringlLiteral
16 | versionBlock
17 :
18

=
(o)
-
5
_]_
>

-

conditionExpression

| VersionIn ':' versionInExpression

~N o b~ WN R

VersionIn: 'version_in';

L version in iBZEAG, £ in XRFIERE—IRMIESHTE, MEEREAZTESRN kK
X8 , iAEXENFRRANEREANXENES, BiESkr “‘HiR , AlESRs “GF . [
BY, Xialifge Ei%, R/RoaHE, HIFOTF:




Sversion in (1,2] // MRAEASBREEATFT/NFFTF2K[EA (1< version <=2)
Sversion in (1.0.0,2.0.0] //RASEEETATL.0.0/hF2.0.0X[EA(1.0.0 <version
<=2.0.0)

3 Sversion in (1.2.3-beta,2.2.1-beta] //HRESEEEATL.2.3-beta/NFEFF2.2.1-
betaX[g]A (1.2.3-beta < version <= 2.2.1-beta)

4  Sversion in [1.1,1.3] || [2.2,2.3] || [3.2,3.3]//FRAsSREEL.1~1.35&F2.2~2.3
5§#&3.2~3.3X[aW

EY, HEEEER D ERIETIR HIThRZASHik.

$version ?{version_in:(1,2]}// RESBEEAF/NFEFEF2X[EA (1< version <=2)
$version ?{version_in:(1.0.0,2.0.0]}//IRESEEEKXTF1.0.0/hF2.0.0X[EH(1.0.0
<version <=2.0.0)

3 Sversion ?{version_in:(1.2.3-beta,2.2.1-betal]}//MRASEEEAT1.2.3-beta/NTFTH
F2.2.1-betaX[8]N(1.2.3-beta < version <= 2.2.1-beta)

4 $version ?{version_in:[1.1,1.3] || [2.2,2.3] || [3.2,3.3]}//HRESBEEL.1~1.3
HE2.2~2.3%E3.2~3.3XER

SChE: S B R AR A B fastjson
K#SE (maven) :

1 <?xml version="1.0" encoding="UTF-8"?>

2 <project xmlns="http://maven.apache.org/POM/4.0.0"

3 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

4 xsi:schemalLocation="http://maven.apache.org/POM/4.0.0
http://maven.apache.org/xsd/maven-4.0.0.xsd">

5 <modelVersion>4.0.0</modelVersion>

6

7 <groupId>com.example</groupId>

8 <artifactId>vulnerable-fastjson-app</artifactId>

9 <version>1.0-SNAPSHOT</version>

10

11 <dependencies>

12 <!-- Fastjson dependency with known vulnerabilities —-->

13 <dependency>

14 <groupId>com.alibaba</groupId>

15 <artifactId>fastjson</artifactId>

16 <!-- An example version with known vulnerabilities, make sure to
check for specific vulnerable versions -->

17 <version>1.2.24</version>

18 </dependency>



19 </dependencies>
20 </project>

Ry -
1 __dependency__.xfastjson.version as Sver;
2 Sver?{version_in:(1.2.3,2.3.4]} as $vulnVersion
3 alert SvulnVersion for {
4 title:"FEfastjson 1.2.3-2.3.4/A",
5 1}

= DA NativeCallLA Xz FA {51

BaiSyntaxFlowB&iF%NativeCall, KXAXIERT SyntaxFlowilM4mE IR A%, FERFEIIG IR fy
REMNBIBHE, WMAXEF < 2Boh4h2NativeCall, FHAEERMEIZEMNativeCalli9Z
o

I g

@ dataflow

@ delete

@ eval

@ extendsBy

@ FilenameByContent
© forbid

@ foreach_function_inst
@ freeMarkerSink

@ fullTypeName

@ fuzztag

@ getActualParamlLen

include



include B—MESMEMA NativeCall , EAWEAMN P SIBEMATNN, SKIAMMNNE
FA 5 o

tbgn, 7E4RE SpringBootMBUHERITANBYES R, HAMEFEZBEIAFAIIEHAR (Source)#ZsE
HIERNEESE, MERLCER (Sink) WEFREER. N TER Source BIMN, FHATAILIKEHES
IRE R — AN, HiEdescERARIBHMEARIN 1ib FE, UEREMINIEA,

UTFRHAEMUAG, EHJava Spring BootHdF P A4 NBIFENI:

(RS EEZS

1  desc(

2 title: 'checking [spring controller source parameter]',

3 type: audit,

4 lib: 'java-spring-param',

5 desc: <<<TEXT

6 UMW EEEITSpringlBRPITHIBR HENSHRER 2 M. WRITHIB A ZTHNSERREHEZ S

10
11
12
13
14
15
16
17
18
i)
20
21
22

EXEE, AAFENSHAIENESHET2RA, ASQUIN. BILHIAKE (XSS)F, BINER
IR EMNSHEREMIEE THRE (Wi@ideRequestParam. @PathVariableZEf#) , BILABALE
BENSHENNEIANK T, thih, XA TFEIPCIEREMIERM AT 4P,

TEXT

)

*Mapping.__ref__?{opcode: function} as $start;

// annotation method' formal params.

Sstart(x?{opcode: param && !have: this} as S$formalParams);

// fetching getParameter

.getParameter () ?{<getFunc>.annotation.*Mapping} as $dynamicParams;

// merge start and output

$formalParams + $dynamicParams as $output;

// output lib params
alert Soutput;

descHEAMIIIbSY java-spring-param , EMFNEFAXMMNMER X2 ERNER
BfEH alert $output , BFiZMN S HEEZ L,

EEMIMM S, FHATLAEERNaticeCalliFAZlib#n 7 :

HADIR

1

<include('java-spring-param')> as $source;



X, BHAIMEEBRIERERIERASSMIbAN, LbaniilJava Spring Boot SSRFRRBYALA:

(RN

1 desc(

2 title_zh:"#MJava SpringBoot HEZSSRF",

3 title: "Find Java SpringBoot SSRF Vuln",

4 type: vuln,

5 )

6 <include('java-spring-param')> as $source;

7  <include("java-http-sink")> as $sink;

8

9 $sink #{

10 include: “<self> & $source’,

1 exclude: “<self>?{opcode:call}?{!<self> & S$source}?{!<self> & S$sink}",
12 }->as $mid;

13

14 alert $mid for {

15 message: "&MJava SpringBoot SSRFIRIE,FHBEEETMEIERLIE. ",
16 risk: ssrf,

17 level: mid,

18 3

EbgnJava Spring Boot5 Java Servleti@MRCERIFLM:

(AN EES
desc(

2 title: "Servlet & Springframework Paremeter Passed into Command Injection
Sink",

3 title: 'Servlet & Springframework ERSHHSEN',

4 type: vuln,

5 risk:rce,

6 desc: <<<LTEXT

7 FJavad, MRBREANNSHEREBAGISHITRE, URSSEGTIEINFERN. XEER
PUBEMSERRAN, RITRSGH S, #MEhRSEE. ATHLESSENER, FENBARRANS
FHITIRRTIR, ERERIESHNEEY. KE. FFE, HRE8FEESAFRANSHEES
B LHITREL
TEXT

g )

10

11  <include('java-servlet-param')> as $source;

12  <include('java-spring-param')> as $source;

13  check $source;

14  <include('java-runtime-exec-sink')> as $sink;

15 <include('java-command-exec-sink')> as $sink;

16  check $sink;



17
18
19
20
21
22
23
24
25
26

S$Ssink #{
include: "<self> & S$source’,
exclude: "<self>?{opcode:call}?{!<self> & S$source}"’
}->as $high;

alert S$high for{
message: "&ZIMIJavaBBHEFERLSINKE, HEHERPESEHITERIIE. ",
level: high,

}s

typeName

typeName FIFIREN—NMEREEZ, FABERT, typeName BEZEMBERN BEZFR UK
2EF , XKBZBBEIMSNEHITERN, WUATHF:

package org.example.moudels.typename;

import com.alibaba.fastjson.JSON;

io.swagger.annotations.Api;

io.swagger.annotations.ApiParam;

lombok.extern.sl1f4j.

org

org

org.
org.
org.

org.

@Api (value
@Controller
@RequestMapping("/typename")

.springframework.
.springframework.
springframework.
springframework.
springframework.

springframework.

S1f47j;

http.ResponseEntity;
stereotype.Controller;
web.bind.annotation.GetMapping;
web.bind.annotation.RequestMapping;
web.bind.annotation.RequestParam;

web.client. *;

= "TypeNameController",tags = "Irify TypeNameFifl")

public class TypeNameController {

@GetMapping("/simple")

public ResponseEntity<Object> simple(@RequestParam(name = "id") String -id)

(GRS

1

2

3

4  dmport
5 dmport
6  import
7  dmport
8 dmport
9  Admport
10  -import
11 -import
12 -import
13

14

15  @S1lf4j
16

8y

18

19
20
21

{

22
23
24 }
25 }

26

Object anyJSON = JSON.parse(id);
return ResponseEntity.ok(anyJSON) ;



JSON.parsefJtypeNameZiR#EimportT com.alibaba.fastjson.JSON BIBFFBEMN, X4
SANERZEWREISON.parseNERE R, LT 2IKEXtypeNamerI:R M

(AGEEZS

1  JSON.parse<typeName()> as $name

FNEBTFREY T JSON.parseE R B FHERES !

S LSl mains
“ name Y 2 1 JSON.parse<typeName()>:as-$name
TypeNameCop_t»u_)ll_euava et 2

TypeNameController.java

[ angs 0 e

Import all#l#!
—LLERT, E—LXHNFEARET import all RIMBY, EbEOLLTEIF:

(ASEEES

package org.example.moudels.typename;

import com.alibaba.fastjson.JSON;

import jo.swagger.annotations.Api;

1
2
3
4
5 dmport io.swagger.annotations.ApiParam;
6 1import lombok.extern.slf4j.S1f4j;

7 dimport org.springframework.http.ResponseEntity;

8 dimport org.springframework.stereotype.Controller;

9  dmport org.springframework.web.bind.annotation.GetMapping;

10  dmport org.springframework.web.bind.annotation.RequestMapping;
11 dmport org.springframework.web.bind.annotation.RequestParam;
12 dmport org.springframework.web.client.x;

13  Admport org.springframework.web.cors.*;

14

15



16 * @description Irify TypeNamefFH

17 * @author: zpy

18 * @Date: 2025/4/14

19 */

20  @S1f4j

21 @Api(value = "TypeNameController",tags = "Irify TypeNameF3f7")
22  @Controller

23  @RequestMapping("/typename")

24  public class TypeNameController {

25

26 @GetMapping("/importAll")

27 public void importAll(@ApiParam(name="url",value="15KES%{" ,required =
true)@RequestParam String url){

28 CorsConfiguration corsConfiguration = new CorsConfiguration();

29 corsConfiguration.addAllowedOrigin(url);

30 }

31}

Hrh CorsConfiguration fERBHZIRIE import

org.springframework.web.cors.x; SAB, ZSNEDWE import all Eal

import all iBAf##E CorsConfiguration Jo/AHE A] LAEAWMERFTAE M typeName,
FE& DA EERIEimportiB A4 MitypeNamefIE, SFEBRUTARNEMtypeName, LIFERR
RBERERSIFER:

1. KEBRMEHANEABH%
2. BEBEMM5RAE import all EG#HiE,
3. 5BRING NN java.lang Bi#1THHZ,

Elt CorsConfiguration &5/ typeName:

HADIR

1 CorsConfiguration()<typeName()> as $name

s e
[+ name 1 CorsConfiguration()<typeName()>-as-$name
TypeNameControllerjava 34 figuratic 2

TypeNameControllerjava 34
TypeNameControllerjava 34
TypeNameControllerjava 34

TypeNameControllerjava 34




7£384) Object anyJSON = JSON.parse(id); #, AfH IJSON.parse BitypeNameZHE

89, A{EM anyJson BIEEIRZE Object , M Object XEEHITEREN, AM=@Ed

import all #l&IERtypeName, FEIREGENtypeNameF—H, EAMELGENtypeName
HITEH, MRRFERINES:

(RS ZEZS

1  anyJSON<typeName()> as $name

HithAs i ..nl.’ﬁ-f’@: RIS
* name | 1 anyJ]SON<typeName()>-as:$name
TypeNameController java %

TypeNameController.java
TypeNameControllerjava
TypeNameController.java
TypeNameController.java
TypeNameController.java

TypeNameController.java

@ s 0 wES

fullTypeName

fullTypeName BEALBRER, BI—MEXENELBT, EAFKE LS typeName —1F, AIb7T
HERZIR, HEZTHRAEEWRENNVEERAEENIE) . WF:

(ASEEZS

1  JSON.parse<fullTypeName()> as $name

siths ) it 1{5{ RS

* name R 1 1 JSON.parse<fullTypeName()>-as-$name

TypeNameController java




S&RIEFDHT: SyntaxFlow Sk G

HIRERTHENAR, BEELEAXT SyntaxFlow BIERAXIEE 7 ANIJEIR T, SyntaxFlow SEfr 2
— M EEEERENFEAR, BITEERET HAKIHAE SyntaxFlow WERENSRFE, LUEEEE
FA P R RAEE X AR,

SRESNBINEA: BIERREHRI N

FEESAEI RO, RNELEBI—REFIMS, WMISTEEM (pointer sensitivity) « #iE
BN (data flow sensitivity) FIEESUEME (path sensitivity) F. KEZE¥EXX T FEEZ
BB FE AN MLaTeXBE %, XERARARFFAAUSFTENNENR, $ASRIRBNE, XS
" SEEAN"ELGLIELRARESETNON AR FEHE UG, FEEE, HXHNIIEE
BRZIRILTEMREEHMNAE, FEXERASIMRYAZEFET EXNIEE,

TR RHIZICHESNHFAER, MBM T EFNANERES, XA MMUEFERXAIRMELET K
TieMPrIEREMN A, BB TEMUENAR. HMEENEEMEA. BN, ZTERNEF
MR T %o

BHER D SERE

L ENEMAPXEERM RS, SERNETNR MR, TERANRS MR 5R
T, —WRWEXNAPBAME—TRAR, SBTEMEEHNREHNIT, HEEREE, #A
Sink (5Z#8) ZERIB=.

KBr LB R — N ERRXRHEERNER, NRUCRFEAEFEIERMI D U RSTE
To ERREHIERBATAIUARDNETE T, HEBRELNRMRNE . XM NER
] LUEECE W Al LUB S SiE R & MR F1T 0

Java RREER T, HMNURRERZIEGER PHP RARRNEBX NI, HJRSEMBZILAE

fi# .

1 <?php

2 $1link=trim($_GET['query']);

3 $query = "SELECT * FROM nav WHERE link='$1link'";

4 $result = mysql_query($query) or die('SQLIEAIEIZ: '.mysql_error());
5 Snavs = mysql_fetch_array($result);

XEZ PHP RIS EERTFMEIBETRELE, HEEAKINEENRZNT:

1. 3XEY URL &¥K:
$1link=trim($S_GET['query']) X{THIEM URL WEWFRFERFIREZ N query HIS#
B, #FEH trim() RHEEHFREIENTBEFN. XMEBREBEETZE $11ink H,



2. Y SQL &if:
$query = "SELECT * FROM nav WHERE link='$1link'"; XEBfHET— SQL &Eif
Ea, BNEM nav RPEEFRIEY, £HEHE link FIREZFTF $1link o X SQLED
B RTEEIERE,

3. H117 SQL &Eify:
$result = mysql_query($query) or die('SQLIBAAIR: '.mysql_error()); fE
F mysql_query() HREHWITRIEERN SQLEE, WRE WKW (Fla0, EF9 SQLIBETEIR
WEIBEEZNR) , WEARITEZRLE, HETREIRER SQLEABIR: BERAKNEIRER

5. Rmmmus:
$navs = mysql_fetch_array($result); B mysql_fetch_array() R#EMER
EPREN—1THEE, HREHEFREEHAE $navs Ho XTMHAREE nav RPN ITHFIES

iR,
B I0E T REHE R

mysql_fetch_array()

BINE THHERENTAD, EAME 52 EENRER-, M _GET[query] Fta, &
trim , 234 mysql_query , RIEEWHRNERBIET $navs . MEIRERBHNAE LXRE,
BPEANNSH, BEEEMET Snavs TEMER, FEZT T HIEESA,

XEHIERNRELRHRSZE, HEMAAMY “SRER WIECEM, AMENERZ LI —L&
HAREL:

1. BNROBEFLEHARZ $navs M mysql_query XPNERER, FAAMMATGESSE SQLEN;
2. BIIARXD ‘B’ maeif, REMETT mysql_query RIBRMEBI0M;

Alt, ENMNFE—BENEEZFENNFILEGERES R FTHSEFTLBRIE—EZM4EL, HiHE
HENMNBENE, XTEXTREE,

B &R LR EIE R

FEHANRIESHR, BERZAIUBRKRA LHITREGEDN, BkE, RITTUEEKE
mysql_query K, BERARRENSHIR LHHEREREEI AR BARES,



mysql_query() ——m Squery ——m S$llink ——» trim() —— - $_GET['query'] ™~

e e

FEIFRTT BIRELAERERDTRISIRR, FMNAIEIXMANRMER 7 E AR,
YA

XEREABRMBAMR T ZRNFEZANXERRELARNA, FTFRGTICWEAFBHER
PTRERHITRIE D17 RS

HHERRRYA: IRBIEIEREK

EEEMRBH, RIMIFEERFIHXE— SQUENFRT, FEEEMRE, RBEBHTHIER
MATUSE], BARKNBX LRGIFHITER, BM—1 escape KT R LRHRFH, —fRB
FIXFIER, ENGREHEAE:

1 <?php

2 $1link=mysqli_real_escape_string(trim($S_GET['query']));

3 $query = "SELECT * FROM nav WHERE link='S$1llink'";

4 $result = mysql_query($query) or die('SQLIEAAEIZ: '.mysql_error());
5 $navs = mysql_fetch_array($result);

A, MNBIREANAE LXE, IBN—MNERREHF AR SIRE RS, SIERANEKRERE LSIEM
— call mysqli_real_escape_string BHs (8%) o
REENERERNNAZTERIEER. HRIETHERREIEMBIETHRIEL R, KE—
TEMESTETEE—ETISRE, MNREETIEERE, AKX SQL FENGIN T S IRFH®F FFHIK
AR, MNIZRAERENRELS . BITARTIXMIIE?

SRERT



Freg: BN '
Trim logui
l ;
(s, saape, g
LR AT REER - "
l BuISOL Ouery Escupe o adod v meae SOL necien
e AR m’fw’ E——
(mysqgli_real escape_string) v i
t// N

¥yik SQL 7y el SO g LR SQL HEA MR

B RIS

gn{eIfE LN B 2hiR 5! BRI SRR

EREREATR, FARITEREIERT PHP 259D, AT EEZHBERRMEAHAFTIRE. B
LEBARREBREZE, BITEZHE—TUEF A IRNBE AN E b &5 7T ROX MR REAYIRZ

SEELZEDI: EPHPHRER --> IRFISHERELZMHSIERAUE
HITE RS FX— RS

1 <?php

2 $1link=mysqli_real_escape_string(trim($S_GET['query']));

3 $query = "SELECT * FROM nav WHERE link='$1link'";

4 $result = mysql_query($query) or die('SQLIEAEIZ: '.mysql_error());
5 S$navs = mysql_fetch_array($result);

R1FN code.php Z/&, 1T yak ssa -1 php -t . -p dataflow &< HITRIF, HIFT
HAVMAT LYY dataflow XNMEFBXNMEFHITMAHE, KT SyntaxFlow #lNl, 7E4RIFILIE
2B HERHE, HIRER:

A W N B



0 N o U

10

11

12

[INFO] 2024-09-26 13:43:54 [language_parser:72] parsed file: [code.php]
[INFO] 2024-09-26 13:43:54 [language_parser:77] program dataflow finish
[INFO] 2024-09-26 13:43:54 [ssacli:189] finished compiling..., results: 1
[INFO] 2024-09-26 13:43:54 [database_profile:26] SSA Database SaveIrCode
Cost: 23.121462ms

[INFO] 2024-09-26 13:43:54 [database_profile:27] SSA Database SaveIndex Cost:
5.212542ms

[INFO] 2024-09-26 13:43:54 [database_profile:28] SSA Database SaveSourceCode
Cost: 359.583us

[INFO] 2024-09-26 13:43:54 [database_profile:29] SSA Database SaveType Cost:
4.127001ms

[INFO] 2024-09-26 13:43:54 [database_profile:30] SSA Database CacheToDatabase
Cost: 23.195708ms

ZENANBHEIHRERERIFTH T, BEEIEFEANXHRE!

1
2
3

_GET.* as Sparams;
$params --> * as $sink;

alert $sink;

BERMNEEFERA: rule.sf AEBEHIITHNIT yak sf rule.sf -p dataflow H=FEE

Wiy

o N o b~ WN R

10
11

12
13

14

[INFO] 2024-09-26 13:48:03 [ssacli:539] start to use SyntaxFlow rule: rule.sf

[INFO] 2024-09-26 13:48:03 [ssacli:688] syntax flow query result:
rule md5 hash: 468a9fc888219cc95c0771b76b4ee88a
rule preview: _GET.* as S$params; S$Sparams --> * as S$sink; alert S$sink;
description:
{"desc":"","lang":"","level": """, "title":"","title_zh":"", "type":""}
Result Vars:
$sink:

t190614: eq(Undefined-mysql_query(add(add...ET.query(valid)))), "'")),

true)
code.php:4:5 - 4:67
t190631: Undefined-mysql_fetch_array(Unde...ned-_GET.query(valid)))),

lllll)))
code.php:5:13 - 5:39



B EREGE, BEAREBRIVREETHIERNAm N XEBRER, — P& mysql_fetch_array B
WPALER, 5—1M=2 mysql_query HITERM true MILEREE (XZ2H or BEFRFEH, AE
fRiR) o

RINEXBEAMINIRNE T HIBERRRLENNE, EXEEMESEZ AR, 0 LREREEE

R LB B ENERIBEIEREXNER:

#190690.query

step[1]: search: *

1190693: trirn{#l‘)Oé%@
@4: $llink=mysqli_real_escape_string(t190693)
t190696: add(t190695, t190694)

t190698: $query=add(t190696, t190697)

T

t190701: $result=mysql_query(t190698)

t190706: eq(t190701, t190705) t190723: $navs=mysql_fetch_array(t190701)

ERPENMNTURBRENAN, RENWERELRE eq M— $navs BE, PAXRBIX—F, &K
MR AT LU ISHBENLE R, BANETEMUPES LIRIBAE? FXL, ML,
mysqli_real_escape_string XNREEENE, FELKEMSTHEME,

RENBUERBERFLIRER: 10E SQLEN
HINEY BRIRERTMSIIRBRBANS, EEBERETRNSE, X MHRMIZEAMBIE? &K
fiT#E SyntaxFlow FRETLLBIE <dataflow()> XMTHEERSEM: RAUBXNERMIERITEN
FREEER T —0 <dataflow> MINativeCall, FIFEILUARRMES, EHIBRNFERERE
RE—iE, —RiThE, HITEHECRENRE




Yr4 2 PHP B2 -
_GET.* as Sparams;
$params —--> % as $sink;

$sink<dataflow(<<<CODE
*?7{opcode: call && <getCaller><name>?{have: mysqli_real_escape_string }} as

a b W N R

S__next__
CODE)> as s$filtered;
$sink - $filtered as S$Svuln;

O 0o N O

alert S$vuln;

XEREITRIBERRMERT AL, BITEFIEXEABMIT—T: yak sf -p dataflow
rule.sf ZMMEERMEBFERNERT, ERNBFENITIET mysqli_real_escape_string X1
BR¥, FHMEIE— B R ERALE:

<?php
S1link=trim($_GET['query']);
$query = "SELECT * FROM nav WHERE Llink='S$1llink'";
$result = mysql_query($Squery) or die('SQLIEAAEIZ: '.mysql_error());
$navs = mysql_fetch_array($Sresult);

o 0 b W N

£ ERREHIERT mysqli_real_escape_string R#, KMEFHPITRNIESKRELHFR, A

MARETHA? ?%"F?E%%ﬂ‘]#%ﬁé%%—'l‘iiﬁﬁﬁﬁ%3’?1%,’5/4IE]%) L:
SyntaxFlow &M SQL ;¥ NI fRFF
1. _GET.x as S$params;
o XITHIBNEEZEM PHP HI2F $_GET #ARRREFIESH, HRXLSHEFMEDT—1E
7 $params HNEER, 7ELFRAY PHP i34, X@EREIERN $_GET HHTTHA,
2. Sparams --> % as $sink:

o XFILTOREKRER Sparams PHHIEREAEMATEN CR”  (sink) , XEBR “C
= IENEHIECTER A THRRENM S, MBIEETE, $sink TEARXLEBENE
B A o
3. S$sink<dataflow(<<<CODE

o XERFHEEX —MEIEAEN, ARERE $sink FHEIEAR. <<<CODE RTRIETFRZE—
EEAR RIS EE 1),



4. *x?{opcode: call && <getCaller><name>?{have:

mysqli_real_escape_string }} as $__next__

o XEEE M MYEMEEIAR (opcode: call) , HEEIEKERELRHTES
mysqli_real_escape_string HE/R. MNREFEXFNREAR, XNEESHEE
N $__next__o

5. CODE)> as S$filtered;

o XRMERRIGRLER, BEWHLER, BIFMELE mysqli_real_escape_string &
BERHIER, HEEETE $filtered Ho

6. $sink - Sfiltered as Svuln

o XITREM $sink FHEFILEEZEWATICH $filtered HEER, MOER, ©IHE
LRERZDTREREATRRIEENHER, AREXEREHET Svuln Fo

7. alert $vuln;

o mfE, XITRBAHESFIREXT svuln WER, BIFIERBENRETIRNEREIEER
&

O

XEERB2ATFEHSAIESN, F55RARQNAMREEBEN SQLIINFR. ©EIREMEFRA
ZITTRERVBURIRMERVEIETR, HREXLEHIBRTE S TIEHMNTIE (WEA
mysqli_real_escape_string ) , R&EBBNRAFMFFFLZEXE, XTI TFHE Web RZFEHY
ZEMEXTE,

NativeCall 9 <dataflow> ZFERREM

<dataflow> B—1EZKHY NativeCall %X, BTFEAREFHTHRERDHT. EHNSHRE—KEI]
ATFREREZENHIERRZINE, XERABERFILEHIERREZ, MMAEBENRE
e ATHEROWEVERM, HN <dataflow> HTEMMZENET Use-Def ZERHIAIE, X
A UHEREEMNRFEMEREKRZ EBRMIER.

AN LINRWE): 2
1 _GET.* as S$params;
2  $params --> * as $sink;
3
4  $sink<dataflow(<<<CODE
5 *?7{opcode: call && <getCaller><name>?{have: mysqli_real_escape_string }} as

$__next__
CODE)> as S$filtered;
$sink - $filtered as $vuln;

O 0o N O

alert S$vuln;



<<<CODE 5 cCODE &%

<<<CODE % CODE HYIB/AENTF PHP HRY HereDoc &%, ERTFEX —MEITHNFRBIMALG
3, £ <dataflow> M LETXH, XMEZATREEFNEIWEIE, <<<CODE FRIZIBRAIFF
45, M CODE #RICAIIRBIER, XAV AETE NativeCall REFIRNBRKIERE R
EZo

$__next__ T2MEHA

7 <<<CODE RHEXMEIFZIEF, $__next__ B—MHHNTE, BFEEHETHEHN

Rig=, FLERRAIF, EREA mysqli_real_escape_string RIS EWIHERHIRE
4 $__next__ o HAR $__next__ AT, IFEEEDL—NMHEZFHNS, BALFIBEXINAY
REESWERE, XMHLHIRITF <dataflow> ZSITEREAMITEN T MLHERBREELEH,

LRI RE B B ENR 2 XK,

=ik TFZ21k8Y SyntaxFlow #1201

BT HFERBEEHBEARDHT SQLIENKRRN, HNMET SR SyntaxFlow FM, =4
BIRRT BMNEBIERD TG ZE, XEDZFREMMEBHIRNIRGIMEE ANZERIEN SQL 7*
N, RMENPIBRRIEKL—FA, SyntaxFlow BYEEDIEEBXLEMIRE], ©REMBRINTE NS ZAT
RIS =R,

AT HRZEWNFIEZZR SyntaxFlow MMAYHE, FHINHRME T —1MEANERMNRE, XK
BIfEA SyntaxFlow RERVA RIRFH BRI LA TLRY php i8RE, AIUEERARRAE
REXFZEY SQLENRR, AILE—FAMN ARG ZSMIENRY SQLIENER:

desc(

title: "mysql inject",
type: audit,

level: low,

1

2

3

4

5 )
6  <include('php-param')> as Sparams;

7  <include('php-filter-function')> as S$filter;
8

9 mysql_query(* as Squery);

10 Squery #{

11 until: "% & $params’,

12 }-> as S$root;

13 S$root?{!<dataflow(<<<CODE

14  x?{opcode: call} as $__next__;

15 CODE)>} as Sresult;

16 alert Sresult for {

17 title: "Direct mysql injection",

18 title_zh: "EHEMmysqUE AR I EMLTIE",
19 type: 'vuln',


https://www.php.net/manual/en/language.types.string.php#language.types.string.syntax.heredoc

20 level: 'high',

21 };

22

23  Sroot?{<dataflow(<<<CODE

24 *x?{opcode: call && <self> & S$filter} as $__next__;

25

26  CODE)>} as S$filter_result;

27

28 alert sfilter_result for {

29 title: 'Filtered sql injection, filter function detected',
30 title_zh: '"&EIEMsqUEN, MBI IEREL",

31 type: 'low',

32 level: '"low'

33 1}

34

35  Sroot?{<dataflow(<<<CODE
36  *?{opcode: call && !<self> & S$filter} as $__next__;
37 CODE)>} as S$seem_filter;

38

39 alert S$seem_filter for {

40 title: 'Filtered sql injection, but no filter function detected',
41 title_zh: 'E&3IEAsqUEN, BRIQNEDISEEL ",

42 type: 'mid',

43 level: 'mid'

44 1}

XE& SyntaxFlow MNAYEL Z ME T HEBBEI SROBFEBRDFEA, ST ARIERME. KX
ERDHMFGHET, KRN D RRELFIE SQLENRPL, A2 XL+, FEE
ARPMREErtIERE T FRENN AR

1. BEGRMN 5 IRREHET

o <include('php-param')> as S$params; # <include('php-filter-
function')> as s$filter; XMITRBEZHIATFSIAN PHP SEHALTIRRENE X, XE
RERN BT LA B shiRA0 PHP (A3 EVim NS A0S IRV IR K%L, 0

mysqli_real_escape_string o
2. B SQL N
o mysql_query(* as $query); X{THEBIRIETX mysql_query HR#BHAAR, X&
1T SQL BRI REIE,

o Squery #{ until: *&Sparams , }-> as $root; XITREENXT—M SQLEH
FIBHEIS S ANEIERR R, XBEN until XBFATFETEEREIESSHMNANIE,
MERISGERINESRERAF BN

3. B SQL ENEN

ﬂ



o Sroot?{!<dataflow(<<<CODE *?{opcode: call} as $__next__; CODE)>}
as Sresult; XEERBRRNEEEEZEMBFRBAL SQL EWREIER, MAESE Er®K

AR, REFEEXENESER, BNAAGFEESXKKEERE SQL FAN.
4, TIEERES M
o Sroot?{<dataflow(<<<CODE x?{opcode: call && <self> & $filter} as

$__next__; CODE)>} as $filter_result; XERBEFNHERFESEETIIRE
REBVIAR. NRHBRPES T ILIEREL, AN SQL ENBIKFLERE.

5. FIRRERICMEIRES

o Sroot?{<dataflow(<<<CODE *?{opcode: call && !<self> & $filter} as
$__next__; CODE)>} as $seem_filter; XEMRBRNEIERPEE RAEREUE

A, BEHIEZEMITIERE. WREXMER, BAKHEINAZREFERZE SQLEN.
BT XEFMNILE, SyntaxFlow BERSTESE—RIMNI M, RIFBIERNARY R, X2 HAREER
A SQLIEANR, XMABNNILDRETHAEERHMENBENT 2R, FHREERH
PrirtEnt. XA MRS T ABHREE, R T Z2E TN,



